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. PMI
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(PMI: Privilege Management Infrastructure)

(Attribute Certificate)

X.509
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1.2

Privilege

Issues Attribute Certificate

Issues Attribute Certificate

Holder

1.1
SOA(Source Of Authority)

[ Privilege information +

AA

Attribute Certificate ]

< 1.1: PMI >
(PMI)
CA
. AA(Attribute Authority)

Trusts

Privilege
Verifier

SOA

PKI  End-entity

AA



(Privilege Verifier)

PMI PKI

PMI Entity PKI Entity
Source of Authority(SOA) | Root CA
Attribute Authority(AA) Certificate Authority(CA)
Privilege Holder Certificate subject
Privilege Verifier Relying Party

1.3 PMI

ITU-T X.509

(General Model), (Control Model), (Delegation Model),

(Roles Model)

1.3.1 (General Model)

(Object), (Privilege Asserter)
(Privilege Verifier)

(Method) ., ‘Allow Entity’

(privilege policy)

) (sensitivity)

1.2



Source of Authority

Assigns Trusts

End-entity Assigns

Privilege holder

» Privilege Verifier

< 1.2: >
1.3.2 (Control Model)
Environmental
variables
Privilege

policy

Object Method

Privilege (sensitivity)

Verifier

Service
request
Privilege asserter

(privilege)
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1.3.3

PMI

SOA AA
Assigns
privilege

(Delegation Model)

(General Model)

PMI
, SOA, AA
SOA
SOA AA
AA
End-entity
Source of authority
Trusts

Attribute Authority

Asserts privilege

(if authorized)

Privilege Verifier

Delegates
privilege

1.3.4

(Roles)

Specification Certificate)

Asserts

End-entity privilege
Privilege holder
< 1.4: >
role

(Role



1.4

IETF

° RFC2459

keyUsage

basicConstraints CA BOOLEAN TRUE

° Targets

) critical
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objectDigestinfo SEQUENCE

. X.509 2000
RFC 3281

baseCertificatelD,

Holder

entityName



PMI
ITU-T . ITU-T ISO/IEC X.509 2000
, IETF
, RFC 3281 )
ITU-T RFC 3281
version, holder, issuer, signature, serialNumber, attrCertValidityPeriod,
issuerUniquelD, extensions
. ITU-T ,
, PMI
(Role)
ITU-T X.509 RFC 3281
Version version
Holder holder
Issuer issuer
Signature signature

SerialNumber

serialNumber

attrCertValidityPeriod

attrCertValidityPeriod

attributes(1)

attributes(6)

IssuerUniquelD

issuerUniquelD

extensions(13)

extensions(0)

< 2.1 1TU-T

RFC 3281 >

IETF

attributes,



2.1 ITU-T Recommendation X.509 (2001.3): Attribute Certificate Profile

2.1.1 X.509
AttributeCertificate ::= SIGNED {AttributeCertificatelnfo}
AttributeCertificatelnfo ::= SEQUENCE
{
version AttCertVersion,
holder Holder,
issuer AttCertlssuer,
signhature Algorithmldentifier,
serialNumber CertificateSerialNumber,
attCertvalidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}
2.1.2
1) version
AttCertVersion ::= INTEGER { v2(1) }
2) holder
Holder ::= SEQUENCE
{
baseCertificatelD [0] IssuerSerial OPTIONAL,
entityName [1] GeneralNames OPTIONAL,
objectDigestinfo [2] ObjectDigestinfo OPTIONAL
}
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ObjectDigestinfo ::= SEQUENCE

{
digestedObjectType ENUMERATED {
publicKey @,
publicKeyCert D,
otherObjectTypes @) 3,
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING
}

® baseCertificatelD :

® entityName :

® entityName : entityName

® baseCertificatelD  entityName : baseCertificatelD

. entityName

® objectDigestinfo :

- publicKey :
SubjectPublickeyinfo  DER

- publickeyCert
otherObjectTypes

- otherObjectTypes : (
)
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3) issuer

AttCertlssuer ::

[0]  SEQUENCE

{
issuerName GeneralName
baseCertificatelD [0] IssuerSerial
objectDigestinfo [11 ObjectDigestinfo
}
IssuerSerial ::= SEQUENCE
{
issuer GeneralNames,
serial CertificateSerialNumber,
issuerlD Uniqueldentifier
}

® ssuerName :

® baseCertificatelD :

® objectDigestinfo :

4) signature

5) serialNumber

6) attCerValidityPeriod

12

OPTIONAL,
OPTIONAL,
OPTIONAL

OPTIONAL



AttCertValidityPeriod ::
{

notBeforeTime

notAfterTime

7) attribute

8) issuerUniquelD

9) extensions

2.1.3

AttributeCertificatePath
{

attributeCertificate
acPath
}
ACPathData ::= SEQUENCE
{
certificate
attributeCertificate
}

SEQUENCE

GeneralizedTime,

GeneralizedTime

: = SEQUENCE

AttributeCertificate,
SEQUENCE OF ACPathData

[0] Certificate

1] AttributeCertificate

13

OPTIONAL

OPTIONAL,
OPTIONAL



2.1.4 (Role attribute — Attribute Type)

Role ATTRIBUTE ::=

{
WITH SYNTAX RoleSyntax
ID id-at-role
}
RoleSyntax ::= SEQUENCE
{
roleAuthority [0] GeneralNames OPTIONAL,
roleName 1] GeneralName
}
2.15 (Extensions)

® Basic Privilege Management :

1) Time Specification Extension

timeSpecification EXTENSTION ::=

{
SYNTAX TimeSpecification

IDENTIFIED BY id-ce-timeSpecification

14
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2) Targeting Information Extension

targetingInformation EXTENSION ::=

{
SYNTAX SEQUENCE SIZE (1.-MAX) OF Targets
IDENTIFIED BY id-ce-targetinformation
}
Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target :-:= CHOICE
{
targetName [0] GeneralName,
targetGroup 1] GeneralName,
targetCert [2] TargetCert
}
TargetCert ::= SEQUENCE
{
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestinfo ObjectDigestinfo OPTIONAL
}

- |ETF AC targeting extension

3) User Notice Extension

userNotice EXTENSION ::=

{
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice

IDENTIFIED BY id-ce-userNotice
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4) Acceptable privilege policies extension

acceptablePrivilegePolicies EXTENSION ::=

{
SYNTAX AcceptablePrivilegePoliciesSyntax

IDENTIFIED BY id-ce-acceptablePrivilegePolicies

AcceptablePrivilegePoliciesSyntax :: SEQUENCE SIZE (1.-MAX) OF

PrivilegePolicy

® Privilege Management Certificate Extension :

1) CRL distribution points extension

cRLDistributionPoints EXTENSION ::=

{
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints
}
CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {
DistributionPoint [0] DistributionPointName OPTIONAL,
reasons 1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL
}
DistributionPointName ::= CHOICE {

16



Ful IName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName

}

ReasonFlags ::= BIT STRING {
unused @,
keyCompromise D,
cACompromise @),
affiliationChanged 3,
superseded @),
cessationOfOperation o),
certificateHold (6),
privilegeWithdrawn a,
aACompromise @A)

}

- |ETF CRL Distribution Points Extension

- PKI CRL Distribution Points Extension

2) No Revocation Information Extension

noRevAvail EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-noRevAvail

- |ETF No Revocation Available Extension

- AA

17



® Source of Authority Extension :

1) SOA Identifier Extension

sOAldentifier EXTENSION ::=

{
SYNTAX NULL
IDENTIFIED BY id-ce-sOAldentifier
}
- CA SOA
- Certificate Subject SOA
- SOA

2) Attribute Descriptor Extension

attributeDescriptor EXTENSION ::=

{
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor }

}

AttributeDescriptorSyntax ::= SEQUENCE

{
identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1..MAX)),
name [0] AttributeName OPTIONAL,
description 1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier

}

Attributeldentifier ::= ATTRIBUTE.&id({AttributelDs})

AttributelDs ATTRIBUTE ::= {...}
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AttributeName ::= UTF8String(SIZE(1..MAX))

AttributeDescription :-:= UTF8String(SIZE(1._-MAX))
PrivilegePolicyldentifier :-:= SEQUENCE
{

privilegePolicy PrivilegePolicy,

privPolSyntax InfoSyntax
}

( )

- SOA attributeDescriptorCertificate

® Role Specification Certificate Identifier Extension
roleSpecCertldentifier EXTENSION ::=

{
SYNTAX leSpecCertldentifierSyntax

IDENTIFIED BY {id-ce-roleSpecCertldentifier }

RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertidentifier

RoleSpecCertldentifier ::= SEQUENCE

{
roleName [O] GeneralName,
roleCertlssuer [1] GeneralName,
roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL
}

19



(non-critifcal).

® Delegation Extension :

1) Basic Attribute Constraints Extension

basicAttConstraints EXTENSION ::=

{
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY { id-ce-basicAttConstraints }
}
BasicAttConstraintsSyntax ::= SEQUENCE
{
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0.-MAX) OPTIONAL
}
- authority : . TRUE holder
AA , , FALSE holder end-entity
- pathLenConstraint  authority  true . Delegation Path
AA
- pathLenConstraint , Delegation Path

20



2) Delegated Name Constraints Extension

delegatedNameConstraints EXTENSION ::=

{
SYNTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-delegatedNameConstraints

- Delegation Path

- nameConstratins

3) Acceptable Certificate Policies Extension

acceptableCertPolicies EXTENSION ::=

{
SYNTAX AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies

AcceptableCertPoliciesSyntax::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER

- end-entity

4) Authority Attribute Identifier Extension

authorityAttributeldentifier EXTENSION ::=

{
SYNTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY { id-ce-authorityAttributeldentifier }

21



AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1.-MAX)
OF AuthAttld

AuthAttld ::= IssuerSerial
- AA privilege
authority
- AA AA end-entity
extension

- (back pointer)

22



2.2 IETF RFC 3281 : Attribute Certificate Profile

221

AttributeCertificate :-:= SEQUENCE {
acinfo AttributeCertificatelnfo,
signatureAlgorithm Algorithmldentifier,
signatureValue BIT STRING

}

AttributeCertificatelnfo ::= SEQUENCE {
version AttCertVersion
holder Holder,
issuer AttCertlssuer,
signature Algorithmldentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL

}

Attribute ::= SEQUENCE {
type AttributeType,
values SET OF AttributeValue

}

AttributeType ::= OBJECT IDENTIFIER

AttributeValue ::= ANY DEFINED BY AttributeType

23



2.2.2

1) version

AttCertVersion ::= INTEGER { v1(0), v2(1) }

version2

2) holder

Holder ::= SEQUENCE {
BaseCertificatelD [0] IssuerSerial
EntityName [1] GeneralNames
ObjectDigestinfo [2] ObjectDigestinfo

ObjectDigestIinfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey ),
publicKeyCert ),
otherObjectTypes @) 3},
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING

X.509

OPTIONAL,
OPTIONAL,
OPTIONAL

baseCertificatelD . Holder.baseCertificatelD. issuerUID

(holder) issuerUiD

Holder entityName option

entityName subject( ) subjectAltName

, entityName

objectDigest

24
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3) issuer

AttCertlssuer ::= CHOICE {
v1Form GeneralNames,
Vv2Form [0] V2Form
}
V2Form ::= SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [1] ObjectDigestinfo OPTIONAL
}
IssuerSerial ::= SEQUENCE {
Issuer GeneralNames,
serial CertificateSerialNumber,
issuerUlD Uniqueldentifier OPTIONAL
}
IETF RFC2581 v1lForm . V1Form
generalName generalName directory ‘non-empty
distinguished name’
4) signature
5) serialNumber
6) validityPeriod
(GeneralizedTime . » YYYYMMDDHHMMSSZ

25



7) attribute

8) issuerUniqueldentifier

9) extensions

holder

(non-critical extension)

2.2.3 (extensions)

1) Audit Identity

ID
name id-ce-targetinformation
(0] Ib] { id-ce 55 }
Syntax SEQUENCE OF Targets
Criticality MUST be TRUE

26



2) AC targeting

Targets ::= SEQUENCE OF Target

Target ::= CHOICE {
targetName [0] GeneralName,
targetGroup 1] GeneralName,
targetCert [2] TargetCert

}

TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName
certDigestinfo ObjectDigestinfo

}

targeting information target

3) Authority Key Identifier

4) Authority Information Access

(OCSP protocol ) . accesslLocation URI

URL .(OCSP )

5) CRL Distribution Points

27
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6) No Revocation Available

224 (Attribute Type)
IETF
letfAttrSyntax ::= SEQUENCE {
policyAuthority [0] GeneralNames OPTIONAL,
values SEQUENCE OF CHOICE {
octets OCTET STRING,
oid OBJECT IDENTIFIER,
string UTF8String
}
}

1) Service Authentication Information

SvceAuthlnfo ::= SEQUENCE {

service GeneralName,

ident GeneralName,

authinfo OCTET STRING OPTIONAL
}

2) Access ldentity

holder
). authinfo

28



3) Charging Identity

Charging( )
4) Group
5) Role
holder

6) Clearance

Clearance ::= SEQUENCE {
policyld [0] OBJECT IDENTIFIER,
classList [11 ClassList DEFAULT {unclassified},
securityCategories [2] SET OF SecurityCategory OPTIONAL
}
ClassList :-:= BIT STRING {
unmarked @,
unclassified D,
restricted @)
confidential A,
secret @),
topSecret ©))
}

29



SecurityCategory :-:= SEQUENCE {
Type [0] IMPLICIT OBJECT IDENTIFIER,
value [1] ANY DEFINED BY type

30



3 .PMI

PMI 5
PMI

Baltimore’s SelectAccess

Entrust’s GetAccess

Netegrity’s SiteMinder
TrustedAuthorizer’s TrustedAuthorizer
RSA’s ClearTrust

3.1 Baltimore SelectAccess

v

Maitagars.
Parinars. ebo.

O~
e

s

Adminmnaios X, Palery Dellaiame
F s LO&F Upnr Maragarare

Intarned . WL Fobey Clleimosd
T LOAP Cisar Marsgerearr

AcrapsTommand

i 0@

Employeas Dy Crdilkin
Adminissrmiors
< 3.1: SelectAccess >
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D Policy Builder access authorization privilege

(2) Enfocer (authorize)

Validator Query

(3) Vvalidator  Enforcer directory
, authorization decision . Enforcer decision
@ - Delegated administrators
(configure)
3.2 Entrust GetAccess

< 3.2: GetAccess >

(1) Entrust ‘GetAccess’ (authorization) ,

Access Server  log-in

(2) Registry Server (authentication)

(3) Registry Server  Access Server (verification)
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(authorized) ,

(4) AccessServer custon navigation

(5) , intercept
(6) , Registy Server (verify)

@) registry server D, (preferences), (roles),

(8)

* Mobile Proxy Server  wireless device

3.3. Netegrity SiteMinder
(1) Resource Protection : . Web Agent
, SiteMinder policy
database
(2) Authentication : SiteMinder ,
. SiteMinder , , . Web
Agent
/ , )
Policy Server . Policy
Server ,
(full) , timestamps . SiteMinder
, Web seit single
sign-on
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SiteMinder Process

Usars
EHETE;;? Manufacturing Order Entry Pricing Shipping 401K
protacted PROTECTED WEE DATA & APPLICATIONS
resource.
“ @ User profile & entitlements
e are passed to application.
EMPLOYEES
| & Usearis
- ll:“:thll.st.s% ) ! authorized
PARTMERS 1 for access
3 Encrypted — to resource.
HF!HHHH! " credentials| E
CUSTOMERS Users present| are passed to e
~ credentialsto| _ SneMinder 3
SiteMinder Agent.| Policy Server. g e
- ) - ? (O

w = |
ADS LDAP ODBC NT Domain Mainframes

Users authenticated
against user stores. USER & ENTITLEMENT STORE
< 3.3: SiteMinder >
(3) Authorization : , SiteMinder
. Policy Server
Policy Store . Policy Server
- common attributes - , SiteMinder

(4) Personalization : SiteMinder

(personalize)

, SiteMinder

il
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3.4 TrustedAuthorizer

TrustedAuthorizer

A L e
NRCD HC 3 UKD

@

é [
! Anribuesgthoity l—h I_H—|'
; I_LH

PROTECTED
WER Lo WEE RES
SERVER

T‘=~: 1 Li2E %

A v ! e |3
[ == Ly i Fl
W — b il
LT | L - m
LD W iaw I |
. - YLD BE U RLGEN

R — A

1
R

LDAP SERVER
< 3.4: TrustedAuthorizer >
(1) -
TrustedAuthorizer
(2) TrustedWebServer SSL-enabled Web Server Proxy . TrustedWebServer
intercept URL
[ ] / : TrustedAuthorizer Web
Server , Access Control Engine
identity identifier  ‘single-sign on’
, (authentication)
[ ] /1D : TrustedAuthorizer Web Server
TrustedAuthenticator
redirect
()

Authenticator

ID , , Trusted
. TrustedAuthenticator
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4)

®)

(6)

)

(8)

)

identity

Single sign-on any period
Access Control Engine
Access Control Engine(ACE)  Attribute Authority . ACE
. ACE
identity - URL . ACE
attribute certificate attributes
attribute , ACE LAAP
Attribute Authority . * LAAP
: Lightweight Attribute Certificate Access Protocol
Attribute Authority ACE attribute certificate , Attribute
Authority identity
Note. Attribute Authority = LDAP
, Attribute Authority Attribute
Certificate ACE Attribute Certificate
ACE . Attribute Ceritificate
(short lived)
Access Control Engine  Attribute Authority Attribute Certificate

ACL(Access Control List)

Access Control List

security attributes,

action
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(10) Access Control List Attribute Certificate , Access Control
Engine . ACL

3.5. RSA ClearTrust

Authorzatlon
SErver

2

Entitlermnent
database

< 3.5: ClearTrust >

Securant (authorization) Web server

integeration complexities

(€] , . Web ClearTrust
plug-in (credentials)

(2) authorization server . Authorization server Securant
entitlemant database plug-in (authorization)

3) , plug-in
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